In order to keep up with the trend and satisfy the Internet users, it is crucial for the online businesses to adapt to new technologies and offer the right services (shop, bank online, etc.) to their customers.
IJSR 4,2
As of 2014, the number of Internet users got to almost 3 billion, a wide variety of companies have decided that they must have an online presence in order to succeed.
Scope:
The scope of this article is to contribute to the actual knowledge in the risk management field by identifying the actual issues that companies have and define a useful framework for the Management and Information Security to rank their priorities according to the general and specific threats of the goals defined by the business (Kendler, 2013) , (Maughan, 2014) , (Kouns and Minoli, 2010) , (ENISA, February 2007) , (PWC, September 2013) .
Objectives:
1. Identify the latest top priorities of an online business and the associated information security threats and risks. 2. Map the priorities and threats identified using different methodologies in order to be able to prioritise the business goals from an information security point of view.
Methodology:
1. Identify the latest top priorities of an online business and the associated information security threats and risks. The online companies can have multiple business fronts that can be characterized by different types of categories. The most common business categories can be split into: Business Services, E-Commerce, Financial Services, Industry and Manufacturing, Internet and Computing, Retail and Shopping, Property and Accommodation, Travel and Transport, News and Media, Tourism and Vacations, Skills and Learning, Sports and Recreation, Free Business Listing (The Business Index, 2014) .
According to a global survey conducted by McKinsey & Company in June 2014, it is getting clear that CEOs are getting more involved and playing an important role in the business digital initiatives. They realized that in order to grow the company they have to go digital. The investment and organizational structure has to support and facilitate the online growth. The top priorities of the executives in relation with the digital trends, showed in the survey are: digital engagement of customers, digital Innovation of products, digital engagement of employees, big data and advanced analytics, digital customer-life-cycle management, automation. To make sure all services of those priorities function 24/7 without interruptions, this goals determine a "must have" priority which is availability of all digital services and data (Gottlieb and Willmott, 2014) .
Definitions:
Big data and advanced analytics -Big data and advanced analytics technologies support the business to manage large amounts of data they store, make a complex analysis and get real time integration and response from data in different systems/sources. 
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Digital Engagement of customers -"Managing digital engagement is all about managing the participatory power of millions of Internet users to profit your business" (Harden and Heyman 2009) . Automation -automation of manual tasks significantly helps companies to increase their efficiency by enabling faster delivery and reducing the risk of human error. Availability -A literature review of ISACA, "Creating a Culture of Security", points out that the enterprises are highly dependent on information in function, and focus on uninterrupted on the availability of IT systems, ensure that data remains available within a reasonable period of time (ISACA, 2011) .
In order to achieve their goals through these priorities, companies often use customer information, such as Personally Identifiable Information (PII), or credit card information (PCI). This information is considered to be highly sensitive, as it can create damage to customers and implicitly to the company if it gets into the wrong hands, so the following topic that is going to be described and analysed in this paper is the processing of sensitive information that an e-business is using/owning.
A review of "Transforming Cybersecurity" book from ISACA, concludes that both sectors, business and private are becoming IT centric and majority of activities and transactions that used to be paperwork are now fully web-based. A few examples described include:
"Banking and finance -the proportion of electronic vs. traditional banking transactions is growing rapidly.
Shopping -web-based shopping is extended to new categories of high-value goods and services.
Travel and logistics -most booking, ticketing and reservation transactions are now done in an IT-centric mode.
Critical infrastructures -public services and corporate services deemed critical are pervasive and mostly IT-centric" (ISACA, 2013) . (Gottlieb and Willmott, 2014) 
The most common threats of an online business
Based on those four priorities that have been chosen to be analysed as being the top priorities for a digital business (big data and advanced analytics, digital engagement, automation and availability), the article is going to identify the most common threats that those priorities generate. The companies in scope for this analysis are only the companies that use customer data (PII + PCI), or any other sensitive data that can create a competitive advantage for each individual company (e.g. unlaunched products, in innovative products, secret recipes, etc.). 
33
In this article are identified only the Information security threats and risks that can have an impact on:
• the confidentiality or integrity of information of value to the company; or • the availability of such information due to a malicious threat.
All other risk types (e.g. Strategic, Financial, Commercial, Operational, People Risks) are outside of the scope of this article (Betfair LTD, 2014) .
Generally, the information security controls should be driven by the threats identified according to the business profile and goals. Risks do not exist if threats do not exist and risks do not exists if vulnerabilities do not exist, so in order implement a riskbased approach in terms of information security, the threats should drive the information security priorities. In the next chapter, potential threats will be identified based on the top priorities of an online business, using different methodologies, so at the end businesses can take conscious and informed decisions about the risks they are facing and decisions they need to make about those priorities in order to achieve the business goals.
2. Map the priorities and threats identified using different methodologies in order to be able to prioritise the business goals from an information security point of view
Engagement questionaire mapping
Good practices in the industry encourage the Information Security team to get involved in all goals set by the company or any project from the inception phase. Companies' goals have different impact on security and a good starting point on defining the prioritisation of the goals is using an Engagement Methodology by answering different questions related to: data used, exposure and control of the data. The questionnaire is meant to do a first filtering of the priorities and identify the areas of potential security input needed. The engagement questionnaire has been built using the expertise of the authors in the IT security field. It is presented below in Table 2 . Source: (Betfair LTD, 2014) Note: When completing the Engagement Questionnaire, "the worst case scenario" ratings have been considered. Note: The total score has been rated based on the highest ratings received by the priorities in comparison. Conclusion: based on the Engagement Questionnaire, the most relevant priorities from a security point of view, are classified as followed: a) Digital Engagement, b) Big Data and Advanced Analytics, c) Automation, d) Availability
ISO 27005 Threats mapping
Once the first engagement has been done and there is a high level view of each goal, the next step would be to get a better understanding around the threats those goals can generate. Two standards have been used to map the threats with the goals defined: ISO27005 and ISO27001 as presented in Figure 2 .
General threats: According to ISO27005, the threat model defined is structured as below:
Threats: physical damage (e.g. fire), natural events (e.g. weather), loss of essential services (e.g. loss of power supply), compromise of information (e.g. theft of media or documents), technical failures (e.g. equipment failure), unauthorised actions (e.g. unauthorised use of equipment), compromise of functions (e.g. abuse of rights, breach of personnel availability) By mapping the ISO27005 threats with the business goals identified above, we can identify which are the most risky from an information security stand point.
Map the ISO 27005 General threats with the four business priorities:

Business Priorities
General Threats By doing the threat mapping with the ISO standards, the conclusion highlights that the Availability generates the most threats, followed by Big Data and Advanced Analytics. As we can see above, all threat actors can have a negative impact on all four priorities, meaning that all four priorities have the same importance for security.
A general conclusion after doing the mapping against ISO27005 threat model is that in order to make sure companies can achieve their goals through this priorities, the most "relevant" priorities from an information security point of view are Availability of services and Big Data and Advanced Analysis. Digital Engagement of customers comes with an inherent risk by "collecting" PII data when engaging customers online, therefore, the final proposed order based on the ISO27005 mapping is: Availability, Big Data and Advanced Analytics, Digital Engagement and Automation 
COBIT5 Mapping
"Information is a key resource for all enterprises. From the time information is created to the moment it is destroyed, technology plays a significant role in containing, distributing and analysing information. Technology is increasingly advanced and has become pervasive in enterprises and the social, public and business environments.
COBIT 5 provides a comprehensive framework that assists enterprises in achieving their objectives for the governance and management of enterprise information technology (IT). Simply stated, COBIT 5 helps enterprises to create optimal value from IT by maintaining a balance between realising benefits and optimising risk levels and resource use. COBIT 5 enables IT to be governed and managed in a holistic manner for the entire enterprise, taking into account the full end-to-end business and IT functional areas of responsibility and considering the IT-related interests of internal and external stakeholders" (COBIT Online, 2014).
"The main drivers for risk management in its different forms include the need to improve business outcomes, decision making and overall strategy by providing:
• Stakeholders with substantiated and consistent opinions on the current state of risk throughout the enterprise • Guidance on how to manage the risk to levels within the risk appetite of the enterprise • Guidance on how to set up the appropriate risk culture for the enterprise • Wherever possible, quantitative risk assessments that enable stakeholders to consider the cost of mitigation and the required resources against the loss exposure" (COBIT Online, 2014).
• In the next chapter, the research will focus on the "quantitative risk assessments that enable stakeholders to consider the cost of mitigation and the required resources against the loss exposure" (ibid.). From the COBIT5 framework we have chosen to do use 2 criterial selections to map with the four business goals: -Vulnerability, Threat Risk and Impact -Legal and Compliance 2.3.1. Map the COBIT5 Vulnerability, Threat, Risk and Impact with the four business priorities: Using the same focus group, an analysis has been done to identify the Risk and Impact of the business goals, using the Threats and Vulnerabilities defined in COBIT 5 framework. The rating has been defined as High, Medium or Low, depending on the Impact and the probability that each risk can have.
The results show that according to the 10 vulnerability scenarios defined by COBIT 5 mapping and the threats, the a) Big Data and Advanced Analysis goal has the biggest Risk and Impact, followed consecutively by b) Digital Engagement, c) Availability and d) Automation. 
Conclusions
The research analyses the top strategic priorities of a digital business by using a focus group formed by experts in Information Security and the authors of this paper. The proposed framework has been built based on the experience accumulated by the authors during the years of experience and information security standards (ISO27005), best practices (COBIT 5) and legal and compliance requirements. The research gives a parallel overview around the management priorities of businesses and the implicit information security threats that those priorities generate. Each business priority can be analysed from an information security perspective using the proposed methodology: getting a better understanding around the goal, mapping it using the usual methods of the Information Security Management System and identifying the most relevant threats to the specific goal.
The research highlights the importance of having a framework containing internal customised processes, industry leading methodologies, certifications and regulatory and compliance requirements. Each of the sources bring different aspects that need to be considered when defining the business goals. The advantage of the presented approach and framework is also confirmed in the results of the analysis that showed that when mapping the threats with the goals (ISO27005), availability of the services is the most impacted, while mapping them using an industry best practice, the results are different, as Big Data and Advanced Analysis takes priority. 
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By using the proposed framework when defining goals and priorities, the companies can take informed decisions about the risks they face in relation with the goals defined and the Information Security strategy can be built based on the results that the framework generates.
The research can be applied in practice for any priorities that the business can set and can give good indicators around the risks the company might face with their strategy. It is crucial for the success of the businesses goals to use methodologies that supports the decision making, so this research can provide a good linkage/bridge between the business management and information security.
The paper can be further explored and researched by finding methodologies of defining an Information Security Strategy using the presented approach. The research can also be a starting point in creating an automatic framework that can be used by the management of a business and by the information security professionals.
